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Abstract:

Cyber security is the practice of protecting and recovering computer systems, networks, devices and programs from any type of cyber attack.The world is increasingly reliant on technology and will continue to increase due to its evolving nature. Therefore, the cyber security importance is on the rise. The cyber security standards are therefore assume immense importance to improve the security of information technology systems, networks and critical infrastructure.[1] The cyber security standard defines both functional and assurance requirements within a product, system, process.[2] 

The various Cyber Security standards and Cyber Security frameworksare in use and applicable for all type of organizations. The major cyber security standards used in banking sector are  International Organization for Standardization (ISO), National Institute of Standards and Technology (NIST), Payment Card Industry Data Security Standard (PCI DSS), Reserve Bank of India Framework (ReBIT) etc. 

In the year 2017, RBI has recommendedcyber security framework for banks in India to ensure adequate cyber-security preparedness among banks on a continuous basis.[3] The security framework area includes IT Governance, Information Security, IS Audit, IT Operations, IT Services Outsourcing, Cyber Fraud, Business Continuity Planning, Customer Awareness programs and Legal aspects.In spite of these security standards the cyber security issues have increased. In order to study the various features and its applications for available cyber security standards the present paper provides an overview of various cyber security standards and its comparison on important parameters. The researcher has made an attempt to review the existing cyber security standards and its applicability.
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I. Cyber Security Standards

Cyber security standards enhance security and contribute to risk management in several important ways. Standards help establish common security requirements and the capabilities needed for secure solutions.[4] Security standards facilitate sharing of knowledge and best practices by helping to ensure common understanding of concepts, terms and definitions, which prevents errors. 

The standards consist of basic rules that the organization is supposed to follow in order to maintain compliance with any of the cybersecurity standards.[5] Many of the Financial Institutions/Banks are utilizing different standards for the extension of security. The cyber security standards used in many of the countries are to protect themselves and their customers from hackers/fraudsters. 
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In India there are different sectors of Banks viz. Public Sector Banks, Private Sector Banks and Cooperative Sector Banks. These all types of banks are regulated by Reserve Bank of India, for controlling and monitoring many of the aspects, including cyber security. Globally there are many Cyber Security Standards, which have been suggested to use for secure Banking. In India, RBI has suggested Cyber Security Framework.

The research paper is focused on existing cyber security standards and their framework. All the financial sectors are utilizing different standards or mixed type of standards viz. International Organization for Standardization (ISO), National Institute of Standards and Technology (NIST), Payment Card Industry Data Security Standard (PCI DSS) which specifies the security standards for handling credit card information, Health Insurance Portability and Accountability (HIPAA) is used for formation of national standards to protect patient health information, British Standards, Reserve Bank of India Framework (ReBIT), Centerfor Internet Security (CIS), COBIT (Control Objectives for Information) Currently no standard ensures 100% protection  from Cyber Crimes happenings in finance/Banking sector. The RBI’s Framework is in practice since 2017 and it is also not able to control the recent incidents ofcyber crimesas expected. The Research paper titled “A Comparative Study of Cyber Security Standards” is an attempt tocompare various standards, frameworks, and suggest improvements/value additions to Cyber Security Frameworkof the RBI. 

II. OBJECTIVES OF THE STUDY
The present study is carried out with following objectives:
1. To study various Cyber Security Standards and Cyber Security frameworks applicable to banking sector 
2. To compare and analyze features and applications of various cyber security standards

III. RESEARCH METHODOLOGY ADOPTED
The present study is undertaken with analysis of secondary data from available sources i.e. Books, Journals, magazines,  websites,  RBI portal, other member bank’s of Banks portals, Cyber Crime cell of Police Department in PCMC area, Government of Maharashtra, India etc.

IV. PREVAILING CYBERSECURITY STANDARDS 
The principal objective of Cybersecurity standards is to reduce the risks, including preventing or mitigating cyber-attacks, which includes tools, policies, security concepts, security safeguards, guidelines, risk management approaches, actions, training, best practices, assurance and technologies. Cybersecurity standards have existed over several decades and many of the revisions have happened.[6] Although there are many of the standard’s available worldwide, the researchers hasundertaken comparative study of selected standards. Below are the various cyber security standards.

1. International Organization for Standardization (ISO/IEC 27001) 
2. Payment Card Industry Data Security Standard (PCI DSS) 
3. National Institute of Standards and Technology (NIST) 
4. General Data Protection Regulation (GDPR) 
5. Reserve Bank of India Framework (ReBIT)
6. COBIT (Control Objectives for Information and Related Technologies)
7. BSI (British Standards Institution) Standards
8. Center for Internet Security (CIS) Framework 
9. Secure Controls Framework (SCF)

Most of the Standards listed are based on the parameters given below:

· Level of Preparedness
· Unidentified Devices on Internal
· Intrusion Attempts
· Security Incidents
· Mean Time to Detect (MTTD)
· Mean Time to Resolve (MTTR)
· Mean Time to Contain (MTTC)
· First Party Security Ratings
· Average Vendor Security Rating
· Patching Cadence
· Access Management Company vs Peer Performance
· Vendor Patching Cadence
· Mean Time for Vendors Incidence

The cyber security controls vary in the various Cyber Security Standards.

V. CYBERSECURITY STANDARDS- TERMS OF REFERENCES 
Cybersecurity Standard: A cybersecurity standard is a formal set of guidelines, requirements, and best practices developed and published by recognized standardization bodies or organizations.[7] These standards are usually created through a consensus-based process involving experts from various industries and sectors. They provide specific and detailed instructions on how to implement security controls and measures to protect information, systems, and networks.
Cybersecurity Framework: A cybersecurity framework is a more flexible and high-level approach to cybersecurity. It is typically a set of guidelines, best practices, and principles that help organizations asses and manage their cybersecurity risks, identify gaps in their security posture, and prioritize areas for improvement. Frameworks are often developed by government agencies, industry organizations, or public-private partnerships.
A popular cybersecurity framework is the NIST Cybersecurity Framework developed by the National Institute of Standards and Technology (NIST) in the United States. It consists of five functions: Identify, Protect, Detect, Respond, and Recover, which provides a structure for organizations to manage and improve their cybersecurity capabilities.[8]
The researcher has shortlistedthe available standard on Cyber Security and has made comparative analysis of the various standards to assess the conveys of flame standards and domain wise controls defined.
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1. ISO/IEC 27001 (International Organization for Standardization):
The international standard developed by the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC). This standard provides a systematic approach for managing and protecting information assets within organization.[9] The standard emphasizes in the implementation of an Information Security Management System (ISMS) and includes comprehensive controls across various domains. The standard is globally recognized and widely adopted as a benchmark for information security management.[10] The highly features of the standards are: 
Focus: Information security management system (ISMS)
Scope: Applies to any organization, regardless of its size or sector
Key Features: Risk assessment and management, controls implementation, continual improvement
Compliance: Organizations can undergo an audit to achieve ISO/IEC 27001 certification

2. PCI DSS (Payment Card Industry Data Security Standard):
This standard is applicable for payment cards and is developed by the Payment Card Industry Security Standards Council (PCI SSC) to protect cardholder data and secure payment card transactions.[11] This standard consists of a set of requirements that organizations handling payment card information must comply with. This standard is primarily applicable to organizations involved in payment card processing, such as merchants, financial institutions, and service providers. The highly features are: 
Focus: Protecting cardholder data and securing payment card transactions
Scope: Applies to organizations that process, store, or transmit credit card data
Key Features: Network security, access controls, regular monitoring, compliance validation
Compliance: Organizations must demonstrate compliance annually to handle credit card transactions

3. NIST (National Institute of Standards and Technology):
This standard is developed by the National Institute of Standards and Technology (NIST) in the United States.This provides a risk-based approach to cybersecurity and focuses on five core functions: Identify, Protect, Detect, Respond, and Recover. This standard offers a flexible framework that can be customized to meet the specific needs of organizations and widely adopted in the United States and by organizations working with U.S. government agencies. The highly features are:
Focus: Cybersecurity and information security best practices
Scope: Provides guidelines, standards, and best practices for various sectors
Key Features: Risk assessment, security controls, incident response, security frameworks
Frameworks: NIST Cybersecurity Framework (CSF), NIST Special Publications (e.g., SP 800-53)

9. https://www.iec.ch/international-organizations
10. https://www.iso.org/standard/27001
11. https://www.techtarget.com/searchsecurity/definition/PCI-DSS-Payment-Card-Industry-Data-Security-Standard#:~:text=The%20Payment%20Card%20Industry%20Data,misuse%20of%20their%20personal%20information.


4. Reserve Bank of India Framework (ReBIT):
The Reserve Bank, had, provided guidelines on Information Security, Electronic Banking, Technology Risk Management and Cyber Frauds. [12] The highly features are:
Focus: Cybersecurity framework for the banking sector in India
Scope: Applicable to banks and financial institutions regulated by the Reserve Bank of India (RBI)
Key Features: Cybersecurity controls, risk management, incident response, technology audits
Compliance: Banks in India need to align with ReBIT guidelines to ensure cybersecurity readiness

5. COBIT (Control Objectives for Information and Related Technologies):
The goal of the COBIT framework is to provide a common language for IT professionals, business executives and compliance auditors to communicate with each other about IT controls, goals, objectives and outcomes. [13] The highly features are:
Focus: IT governance and management framework
Scope: Provides guidance for aligning IT with business objectives
Key Features: Control objectives, management practices, governance processes
Compliance: Organizations can use COBIT as a reference to improve their IT governance and control practices

6. SCF (Secure Controls Framework):
The SCF is a comprehensive catalog of controls that is designed to enable companies to design, build and maintain secure processes, systems and applications. The SCF addresses both cybersecurity and privacy, so that these principles are designed to be “baked in” at the strategic, operational and tactical levels.[14] The highly features are:
Focus: Comprehensive cybersecurity controls framework
Scope: Covers a wide range of cybersecurity domains and control families
Key Features: Detailed controls, control objectives, implementation guidance
Compliance: Organizations can adopt SCF to establish and maintain robust cybersecurity controls
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Comparative Analysis of Cyber Security Standard/Framework
Table No 1
	
	ISO 27001
	PCIDSS:
	NIST:
	SecureControlFramework
	RBICybersecurity
Framework

	1. Scope andApplicability
	It provides acomprehensiveframework forinformation securitymanagement systemsapplicabletoalltypes
oforganizations.
	Specifically designedfor organizations thathandle cardholder dataor process credit cardtransactions.
	Offers a wide rangeof cybersecurityguidelines andframeworksapplicable to variousindustries.
	Designed for organizations inthe United States DepartmentofDefense supplychain.
	Specifically developed forthebankingsectorinIndia.

	2. ComplianceRequirements
	Providesrequirements forestablishing,implementing,maintaining, andcontinuallyimproving aninformationsecurity
managementsystem.
	Specifies the securitycontrols necessary toprotect cardholder dataduring storage,processing, andtransmission.
	Offers a variety offrameworks andguidelines coveringrisk management,incident response,accesscontrols,etc.
	Specifies the cybersecuritystandards and controls requiredfor DoD supply chaincontractors.
	Provides guidelines forensuring a robustcybersecurity posture inthebankingindustry.

	3. Industry Adoptionand Recognition
	Widely recognizedand adopted globallyacross variousindustries.
	Specifically targeted atthepaymentcardindustry and mandatedbymajorpaymentcard
brands.
	Widely adopted andrecognized,especially in theUnitedStatesandby
governmentagencies.
	Mandatory for defensecontractorsworkingwiththe
U.S.Department ofDefense.
	Mandatory for banks inIndia.

	4. Controls andRequirements
	Focuses on riskassessment, securitypolicy, assetmanagement, accesscontrol,cryptography,
incident management,etc.
	Specifies controls fornetwork security,vulnerabilitymanagement, accesscontrols,encryption,and regular systemmonitoring.
	Offers variousframeworks andpublications coveringrisk management,security controls,incidentresponse,etc.
	Focused on protectingcontrolled unclassifiedinformation (CUI) in the DoDsupplychain.
	Covers areas such astechnology governance,information security,cybersecurity operations,etc.

	5. Maturity andContinuousImprovement
	Promotes a continualimprovementapproach throughregular audits,reviews, and updatesof the informationsecuritymanagement
system.
	Requires annualcomplianceassessments andregular vulnerabilityscans toensureongoingsecurity.
	Provides guidelinesfor continuousmonitoring, riskassessment, andincident response toenhancecybersecurity
maturity.
	Requires contractors toimplement and maintain acontinuous monitoringprogram.
	Encourages banks tocontinuously enhance theircybersecurity posturethrough regularassessments, testing, andtraining.

	Limitations
	Its more generic and not specific
Data Privacy, Network device protection, system protection controls are low while internal network protection, system monitoring and asset inventory control, auditing and reporting controls are moderate.
	Provides minimal level of controls for
1.Data Privacy
2.Asset inventory controls
3.Auditing & Reporting
	1. Difficult for small organizations to implement.
2. Time consuming for implementation  
3. Does not addressed security issues for supply , supply risk management and could computing 
4. Policy oriented approach rather than process oriented approach 
5. Being technical and complex it poses challenges  for small bank with limited IT resources and expertise to implement 

	It is Robust Cyber security framework.
	Limited to financial institutions.

Limited scope for
1. Privacy Protection
Data Sharing, Ownership Policy
2.Use of AI-ML,
3.Cloud Security
4.Situational Awareness
By employing MITRE framework
5.Payment Delivery Channels
SNB, QR, UPI
6.End point Security
7. Vendor Management & SCM
8. More Education to Stakeholders
9. Assessment and Accreditations





From the table no1, it is revealed that each of these standards and frameworks have its own specific focus, scope, and compliance requirements. Organizations often choose to adopt one or more of these frameworks based on their industry, geographical location, and specific security or regulatory needs. It's important and essential for organizations to evaluate their requirements and select the most appropriate framework(s) to ensure compliance, security, and privacy. 

VI. FINDINGS
When comparing these frameworks, several factors needs to be considered, including the organization's industry, regulatory requirements, and risk profile. However, some general observations can be made:
· NIST CSF and ISO 27001 are more comprehensive and provide a broader scope for overall information security management.
· CIS Controls are highly focused on practical implementation and are suitable for organizations seeking specific guidance on security controls.
· PCI DSS is specifically tailored for organizations involved in payment card processing and focuses on protecting cardholder data.
· Many of the frameworks are not that comprehensive and robust to protect from hackers/fraudsters.
· In India the RBI framework needs to be improvised /refined to overcome the Cyber threats by adding the parameters mentioned in suggestions below.
[bookmark: _heading=h.v3eri6maa3ks] The suggested additional controls and parameters in the RBI framework are as follows:
· Robust Privacy and Data Protection measures- Data Sharing, Ownership Policy
·  Use of Artificial Intelligence and Machine Learning
·  Cloud Security framework
·  Situational Awareness By employing and use of MITRE framework
· Security framework for Payment Delivery Channels- SNB (Social Network Banking),QR (Quick Response Code), UPI (Unified Payment Interface)
·  Endpoint Security 
·  Strengthening supply chain risk management
· Continuous Employee and stakeholder Training
· Assessment and Accreditations
· Policy for Cyber Insurance.
·  Policy for Device life Cycle

These suggested inclusions will ensure to mitigate the existing cyber security threats in banking sector.
VII. CONCLUSION

The study shows that there are many cyber security standards and Cyber Security Frameworks, both are essential for controlling and mitigating Cyber threats. Ultimately, the choice of a cyber security framework depends on an organization's unique requirements, risk appetite, and compliance obligations. Many organizations adopt a mixed/combination of frameworks to achieve comprehensive cyber security practices. More or less this applies to Cyber Security Standards. All the Cyber Security Standards and frameworks need periodic updates, due to innovations in the technology. On these lines the existing RBI framework needs refinement to keep pace with the ever expanding threat surface and evolving threat landscape. 
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